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Some of our gov agencies, private firms were hit by a virus. No
need to panic, we're putting utmost efforts to tackle the issue
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Identity and Privacy

LEAK

All personal data from your smartphone
has been trasfered to our secure cloud.

It contains:

& - Personal photos ()
- Contact numbers ()
- Sent and received SMS ()
- Phone calls history ()
- Facebook messages
- Chrome visits history
- Full email texts

- GPS location history
In less then this data will be sent to every
person from your telephone and email contacts list.

To abort this action you have to pay a modest RANSOM
of

PROCCEED

Please note that there Is no way to delete your data from our secure

but paying for them. Powering off or even damaging your smartphone
won't affect your data in the cloud.
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File Hashes:

SHA256:
6211£fdd680208194aa0149619fac-
c0de8b51e6cb98108132d539469f
3affa712

Exte s ases oo L ol

_HELP INSTRUCTION.TXT
%AppData%\[random].exe

3 b 5o
Hello!

Attention! All Your data was en-
crypted!

For specific informartion, please
send us an email with Your ID
number:

extel @msgden.net
exte2@protonmail.com
exte3@reddithub.com

We will help You as soon as pos-
sible!

DECRYPT-ID-[victim_id] num-
ber

S 2l 4 by sle Je!
extel(@msgden.net

exte2@protonmail.com

exte3@reddithub.com
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a jHola! Estimado cliente!

Datos de facturacion:
July 2017

Numero de pedido

Ver o imprimir factura

Si tras leer la informacion de facturacion ha localizado algun efror no dude en respondemos a este mismo correo con el numero de factura y el
numero de pedido.

Informacion de la compra

Fecha de

compra

Numero de

factura

Objeto(s) Paquete con muiltiples objetos. (Leer factura)
Método de

pago

17 July 2017

1248325580
PayPal
Pago a realizar desde [contact] (Estado:

Total 122 EUR
Impuestos aplicables incluidos.

(La informacion de contacto puede ser encontrada en la factura junto al listado

Vendid
SCIE0 POt de articulos.)

iGracias por comprar en nuestra tienda! Vuelve a visitarnos!
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%AppData% JoLs o 51 aas

\Spotify\SpotifyWebHelper\Spoti
5 oo |, > fyWebHelper.exe

@ bgye Sedbl Jols (gl adlo] lmsgs
u.u-_JL.o_J M?'L))) g A gs‘“"j““"“") o}zj

g (g0 o3lo

D (6 Ao [0 el

kra, .mng, .miff, .nrrd, .ora,
.pam, .pbm, .pgm, .ppm, .pnm,
.pcx, .pgf, .pictor, .png, .psd,
.psb, .psp, .qtvr, .ras, .rbe, .jpeg-
hdr, .logluv, .tiff, .sgi, .tga, .tiff,
tiff, .ufo, .ufp, .wbmp, .webp,
xbm, .xcf, xpm, .xwd, .cpp, .h,

.cs, .sln, .idb, .txt, .dat
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Wil b ddg jo a5 0ul 7 kas
= E9 6K, Sllas ol axlse
Dgd

c:\windows, c:\windows.old,
c:\users\default, c:\users\all us-
ers, c:\users\public, c:\program
files, c:\$recycle.bin, c:\program
files  (x86),
c:\system volume information,

%UserProfile%\appdata

c:\programdata,
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) Como_Recuperar_Tus_Ficheros.txt - Notepad2
File Edit View Settings 2
DEQHE| \

4 Tienes toda la informacién en esta web:
s https://37z2akkbd3vgphw5. onion. 1ink/?usuario=

[E=5 |EEH )

651 no puedes entrar descarga el navegador tor desde:

7 https://www. torproject. org/download/download

sy entra a: http://37z2akkbd3vgphw5. onion/?usuario=

2

10 Para poder descifrar tus ficheros tendras que pagar 200€
11 pero si te retrasas mas de 72H tendras que pagar 500€

12

13 Tus datos de acceso son:
14 Usuario:

15 Contrasefa:

1

Ln1:15 Coll Sel0 627 bytes UTF-8

CR+LF INS Default Text

(G FAT po doxo :o..\.i)gio)f

9 S some a8zl (ol 5b ame 4
LS s anls So g oads Jog ployd
Jb= 0l 5605 pb S eptnnns JU oo

Db (o0 4l o 4 pol>
Ly oS58 o o o anless ol a5 s
UJBTFity oL

KuyfibvUYFOUygonULIHLuhg

)ld_.o_.n 9

At et 395 (oo Jlul yg e sl
ool e ax gl (SeS opl A cans
bl S glaie a4y canl (Sae Ll 05 o0

5L RaaS g5l ooly 4 el ¢
P g l050S (6 Al o )5 sl yg
S A A oo Jloyl jeee 05 9 608
Jbwsl 95w o 5l 398 s axn) &5 Sl
shls as Sb,8 el slo L1 s )3

Digh g0 6Ky, Wi ) Cuo B
doc, .dot, .wbk, .docx, .docm,

.dotx, .dotm, .docb,
Xlm, xIsx, xlsm, .xItx, .xltm,

xls, xlt,

xlsb, xla, .xlam, .xII, .xlw, .ppt,
.pot, .pps, .pptX, .pptm, .potx,
.potm, .ppam, .ppsx, .ppsm, .sldx,
.sldm, .accdb, .db, .accde, .accdt,
.accdr, .pdf, .ani, .anim, .apng,
.art, .bmp, .bpg, .bsave, .cal, .cin,
.cpc, .cpt, .dds, .dpx, .ecw, .exr,
fits, flic, .flif, .fpx, .gif, .hdri,
.heve, .icer, .icns, .ico, .cur, .ics,
ilbm, .jbig, jbig2, .ng, .jpeg,
Jpeg, .2000, .jpeg-ls, .jpeg, .xr,
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El sistema automatico detectara cuando hayas pagado y la clave para descifrar todo sera liberada.

ESTADO ACTUAL
Ay —

B

NO HAS PAGADO.

FECHA DE DUPLICACION DEL PAGO

EL DiA 20 DEL MES 07 DEL ANO 2017 A LAS 15:59:55

SOPORTE

Si tienes algtin problema en la transaccién contactanos. No nos molestes por trivialidades.

1

Escribe aqui la informacién.

%AppData% 10C
\Spotify\SpotifyWebHelper\ Hashes:

YoAppData% SHA256:
\Spotify\SpotifyWebHelper\dat e6d549543863cd3eb7d9243673
%AppData% 9a66dad4b2cc1a9d40267c4bb2b2
\Spotify\SpotifyWebHelper\fin fa50bf42f41

%AppData% Network Communication:
\Spoti- http://
fy\SpotifyWebHelper\Reyptson.p  www.melvinmusicals.com/

df facefiles/

%AppData% http://37z2akkbd3vqphw5.onion
\Spoti- /?usuario=[user_id]&pass=
fy\SpotifyWebHelper\Spotify.vbs  [password]
%oAppData% http://37z2akkbd3vqphw5.onion
\Spoti- Jink/?usuario=[user id]&pass=
fy\SpotifyWebHelper\SpotifyWe [password]
bHelper.exe . . .

Files associated with the

Reyptson Ransomware:

%AppData%\Spotify\
SPE po oo 1035 5910,5

S FICHEROS HAN SIDO CIFRADOS, SI QUIERE
CUPERARLOS SIGUE LAS INSTRUCCIONES

rés que pagar 200€ pero si te re
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TODOS TUS DOCUMENTOS HAN
SIDO CIFRADOS POR
EYPTSON

*

Si quieres solucionarlo cdlmate y lee més abajo.

COMO RECUPERAR TUS ARCHIVOS
*
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