S5 douly

__..1 ’
‘;,ﬁb gaﬁ

Wannacrypt L1380zl oy célug Sole suwl sl

45 olo Cduguy )|



wlellils sbdy =lbs 2yl
wlslele bl g ;glis wlejlw

WanNNacrypt 13zl sl y célug ;Sslo siuol glosaly

B‘o
‘éﬁ' eéﬁ

ol )

Al ol b jeiS oSl jo (g Laal 093 bl L wannacrypt lee e (6,138 2 5l slagg, o
Codl g (Sp 09> 4o b Sogdl cpl jiin a5 jea8 j0 38l zb cpl SLB Voo 5l i adasd ol G
1 351,00 abe 3550 Sl 5 Shal slo o sy 31 T (55 5 (So9lT @8, e pladl 5 o lolis
Oyme (il bl 4 JIBIel al el (S IBIEL 4 oges eogll ahes 10 255 (g o0 |, alem
0 asles Hl8lel ol osi o el WCRY g WannaCryptor Wana DecryptOr WannaCry
S oo gl CenlgB o (s Tk sl g 00 S o | o b 5 SserelS a4 (LS8 (o s bS8l
EternalBlue sb 4 S o] (o cocal uilsl 4 3laite gl oS oSG 51 o sy sl 5553w L1581z
o] S5 CaghenST oS pl o Liiie Shadowbrokers o5 lwg i Sow 45 oS e solaiul
A;‘oég.o.u g.ASb)O ‘) 4.‘094).0 gg’l-‘-“))j)-’ aS L;Lbfwls Lol Cewl o0 éo.i).o g.,‘ﬁl.w9)$4l.o Lb.uy Lg).nbw]
it pdycamsl J8l2L ol 4 Sogll g e cpl @ Cos

osalin B caliza slagl; 4 Izl pley wmo oo Glules (b3 4 )l BEIEl & Cosl (ool pglad 2 gl

Ooops, your files have been encrypted! Chinese (simpliied

Ooops, your files have been encrypted! English

(What Happened to My Computer? ﬁl?"] EEEEH'—’ITHé-\ IEJE ?

Ny of our documents,proton ides, atbases nd thr s oo onger o LRRXHBRMERT T - Comon ")
' laccessible because they have been encrypted. Maybe you are busy looking for a way to FBH-EH X EHEE - B WIS - exeXEHE - JLF c';::;\a"
recover your files, but do not waste your time. Nobody can recover your files without STEEBINET  ERTREEETRF - Danish
lour decryption service. : gy .y
IR IR A AR EAREF - WAAIER LR E ke b

Payment will be raised on N N 5 Rt o — =z Filipino
=] Can 1 Recover My Files? FRAE IR R HABRERS - MEEXFRT thF HEMREIR L3 # Finnish
5/16/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have French

not so enough time. German

You can decrypt some of your files for free. Try now by clicking <Decrypt>. BEAREXETHEAFE? Greek

But if you want to decrypt all your files, you need to pay. NP , i y 21 1 Ind
You only have 3 days to submit the payment. After that the price will be doubled. USRI REMTE - RSREHITMRE RS THERE - #LU e
|Also, if you don't pay in 7 days, you won't be able to recover your files forever. B it o b G B J
[We will have free events for users who are so poor that they couldn't pay in 6 months. %#gygﬁxﬁé’] P‘J‘(Etﬁﬁ% " N Kz?:;sse
Your files will be lost on ‘EQ;EIH(%EE’»] ’ \‘ﬁ.xﬁuﬁﬁ%,jﬁﬁﬁig ° . Latviars
(|| How Do I Pay? ESd <Decrypt> IFH > MAILIEBRIRE — L5304 o TEEHLG » Nowegian
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>. 3R 1Ay Polish
e [Please check the current price of Bitcoin and buy some bitcoins. For more information, s Portuguese
click <How to buy bitcoins> {ERERE LAY  FEMREEH - Romanian
|And send the correct amount to the address specified in this window. PP L AR, iR AR
‘ment, click <Check Payment>. Best time to check: 9:00am - 11:00am MESWELD - BRTE - RN Slovak
— Spanish
Swedish
Py Turkish
E HEWELT © Vietnamese
g T &) WEEL ESETRAFA - SFENLRKE - BER
— e REECHBSELRT «

52012017 00:47:55

y



- - ’
wlellisls yalidy bty =yliy ‘ ﬁb %ﬁ

et g gl fejlu wannacrypt 15381z gl p cdlug ,Su b ool losal,

lie g p Cdluy Sl 5B s ,ml, Y

2 b ol ST, it 56 cos 6l SMes 498 ol Jawgs a5 6308l LI 9 S O
5K 5 55 Olesly iiee 31 cbiblons sl 1y Kon S plas bl 03,8 I e 4 42538 (sla g,
3 S5 b aS 5yl sz S i bxil o
L el (Glosigr G Gosle ole o Lot ausS (o oslizal Vo 9 AN WY by gy Sl et ST @
o 3 arg 90 1y dias (e )lB eslitulgw 3,00 Sl cnl & Gla el A5 43 S e
Gy ool el by 55 sl Jled Ol s9nss kel Sloyiey 4 &5 63ldl 5l azws o sl
o Slgin 15105, Jleel 1) el Sloyio) 0 s9ia a8 Slas Sl azws O 4 b . sites Oguae
S 551> 1, Microsoft Security Bulletin MS17-010 1,4 b s

Windows Defender ;I a5 b i @l sl Jbilsl L : Windows Defender ¢s 5 Jles @

b3l o5 sl 038 i ¢l a5 (o pais Ransom:Win32/WannaCrypt

slo <80 llaas 18l e 5 5l a8 Gl nie a)ls 45 59y 4 L 395 phees 9, Ll 25
b it ol 53 LT 45 3550 ek 0L 3iS (ol Jawgs sils o S g0 03litusl gzual
A5

oslitnl joau9 5l 2lo 0jss Sl &7 b i s a8 e esliwl S9any 5 (seaa8 sla 039 Sl ST @
oo el (Gluyj9) 4 45 sl (Son 3l 03,55 8l)s Slutdy GYsb s Gl &5 WS (o
5 0l i (59, 09all Ll 4 Az b awdl 03,85 dlys ) b oplal of 4 Y4 ) &5 Gu)le
pol dlo o e 5 e h)lew el Glwoig) 4 S da e ity 6l L OLGLE 9 s
A 39290 0 %S Heb 4 Y Y g s saning s AL XP Soang el sl Sle, s, 4

ol bl JalSS 0les Usb s cul (Kan e £95 ul - 85 5 o b &5 gla B K0 @
bl (sl Jlio Olgic )39 oo losd bl rbaas o3l zge Sl il pladl £ 5
s, legacy protocols s 5l sla JS9,0 b 0b i « SMBVL &M ol 5o jxiw
wle it by o Kb 51 o oaaline e Sl 5 (S Sgmme | Olb 4
Sliias 05,5 5L pa b Ol i ol ply 258 e eslinwl malicious attachments

b3l ol o)l sty ledbl aasl Hlia e sleiel b6 ,e b Gasiul gl 5l a5

e
3



https://click.email.microsoftemail.com/?qs=b6b7da46de7360d8c182ddbd42aeb047878558240f0c1fe1328b9c3cf1eacc19e4d31c3a7f5d0df48d55a543d1b72f3265ac6cea2faee911
https://click.email.microsoftemail.com/?qs=b6b7da46de7360d8c182ddbd42aeb047878558240f0c1fe1328b9c3cf1eacc19e4d31c3a7f5d0df48d55a543d1b72f3265ac6cea2faee911
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb982a1a9e3083050463171bbca5389d0dd0e2f3233932f9cc2a4bc8d8c5211b7340307ed18d8332061474aed70858ec0708

wellisls3Ud g AL, 2l

et gl WanNNacrypt 13zl sl y célug ;Sslo siuol glosaly

B‘o
‘ﬁ' ééﬁ

Slgse WINndows Security S g9, <y Sle 5810 5l 50 cblas 357 00 5l aulys 0
Sl b 1 Sy cnl 5 08 Lo | 5 slo oS b s 0laily y2i0 b Jl> Lo Lo
2,5 s> 59, 4 38>

https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-quidance-for-
wannacrypt-attacks/

in; @\.’m Y

Windows Server 2003 SP2 x64,Windows Server 2003 SP2 : el sla glw, 39, 45 s4kls

x86,Windows XP SP2 x64,Windows XP SP3 x86,Windows XP Embedded SP3
x86,Windows 8 x86,Windows 8 x64

D)9 w0 593029 9 A « XP 9109 Slp sl Slosis) 4 (Jxe sla 0,9 25kl
http://www.catalog.update.microsoft.com/Search.aspx?q=KB4012598
sransomware’ ,b,5 JS oledbl oxlgs
https://www.microsoft.com/en-us/security/portal/mmpc/shared/ransomware.aspx
: MS17-010 el w9, 45 39bls
https://technet.microsoft.com/en-us/library/security/ms17-010.aspx

b

§ S by |y Cdlug S owy sla (loial) @il (oo xS )5 (e
https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-quidance-for-
wannacrypt-attacks/

Tl 39790 Yo o ¥ 9 XP 59a09 10 Sl 395 4 LT
ol 39290 55 Allie slgl sebils S g Al

https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-quidance-for-
wannacrypt-attacks/

Ta9d 0 Lzl Hoome U9 sl y9 g $9) (Slwiigy 4 Ll

' JAlet



https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98caadf5e4787bc8de3a4681e3eec46c8b6fa186b71958566cd4392f6825680ca082e3a87d9bdbd18c511a0fa74739dcf2
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98caadf5e4787bc8de3a4681e3eec46c8b6fa186b71958566cd4392f6825680ca082e3a87d9bdbd18c511a0fa74739dcf2
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98bfb3ee175c78a76124add1de7ef95622f8885bf964b4291a42febc725fe9a1339be57a2572759142e78abec8c149d5ec
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98bfb3ee175c78a76124add1de7ef95622f8885bf964b4291a42febc725fe9a1339be57a2572759142e78abec8c149d5ec
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98a3709448b0cbf55a7785cb778a3552ca87f997956d68370eca61e051f732b732c3ce505e533ba64d6fd653ea07ba7dc5
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98a3709448b0cbf55a7785cb778a3552ca87f997956d68370eca61e051f732b732c3ce505e533ba64d6fd653ea07ba7dc5
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb984ee90f99281cd667fc4917cc6d6e53575ff3e65896a829fd471c589a64f91548bfa09be65865eeaa1ec29fd4d6c891c7
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb984ee90f99281cd667fc4917cc6d6e53575ff3e65896a829fd471c589a64f91548bfa09be65865eeaa1ec29fd4d6c891c7
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98973f4f88ed2bb80e003b3bebbe2773fa5ff0e01feb8baf3609b41ed408beb6231d445c18e3a6e29afafe3cf0593fedd9
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98a3709448b0cbf55a7785cb778a3552ca87f997956d68370eca61e051f732b732c3ce505e533ba64d6fd653ea07ba7dc5
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb9888d5d37dc838ee31a9d7bb362ae62075f17f1992aaf38cb25e7126240c320adbe80bea541f82f291d7636ec5b03d5b6f
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98de6f7ab786a3f446cc67c74ae115c097e44a1d64f6ff9712a52aa84a9a3fe387a48235d3637ac0b8947c0823e7f7b3db
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98de6f7ab786a3f446cc67c74ae115c097e44a1d64f6ff9712a52aa84a9a3fe387a48235d3637ac0b8947c0823e7f7b3db
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98a4cf3e7f3a067812ef142695e83b4649534e482a05bc445d57ab607a2bba7d3e8703ff395435262d473118ad35427a69
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb989ea918bc762a750dc2bebb623096bbe95299816dbd3109ca45a81ad71d1e7be3e7b241f748828c210ec0d1b972f1e12f
https://click.email.microsoftemail.com/?qs=b6b7da46de7360d8c182ddbd42aeb047878558240f0c1fe1328b9c3cf1eacc19e4d31c3a7f5d0df48d55a543d1b72f3265ac6cea2faee911
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98caadf5e4787bc8de3a4681e3eec46c8b6fa186b71958566cd4392f6825680ca082e3a87d9bdbd18c511a0fa74739dcf2
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98caadf5e4787bc8de3a4681e3eec46c8b6fa186b71958566cd4392f6825680ca082e3a87d9bdbd18c511a0fa74739dcf2
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98caadf5e4787bc8de3a4681e3eec46c8b6fa186b71958566cd4392f6825680ca082e3a87d9bdbd18c511a0fa74739dcf2
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98caadf5e4787bc8de3a4681e3eec46c8b6fa186b71958566cd4392f6825680ca082e3a87d9bdbd18c511a0fa74739dcf2

y

wlellils sbdy =lbs 2yl

et g gl fejlu wannacrypt 15381z gl p cdlug ,Su b ool losal,

B‘o
‘éﬁ' eéﬁ

g Lzl s Sgmme 59309 90 Slwsia) 4 &5 39 (0 Aoy

Cogh> Yoo RY jo009 0, 0

9 Jleel 552003 R2 jaui5 90 1L Y- ¥ S9ams Slaysg, 4

S o (58 Jr ransomuare 5105 ) g i U1

o5 cils S3s)T 1l 53 9 08 6,uS sl Jlslay iy 5l 2lgs e s MS17-010 1 ol . s
A8 o ooliml b o8 8 0sls L3 Gaa sl elan] gwign 115810 ol woli ) Gulul a8
G Jles b KIS 5L 1 g Sl (ol ,s sla el 55 45 e lada se5 ol 4
A lolis 1) 00 wlgn s ws e BT &5 canl cpl coglsl @
it j9) 4 Lol slalael &5 38 (w0 @
2 5L ) Seie mles 558 6wyl ) 5l 5,90 Gils b el 0Ll a5 sl Oluebl @
Slerig dasasd 6 K 03,5 5L S1.(PDF silo) il azsls plsT 05T mlesd ol 51 2
S $Kinn 3590 53 9 3 ,d |y aal s sly2l Wls b e s o)l e | asl 5 o sl 2]
S Djgde e bl )l
0365 5 (555 Kap il 55l ool @
http://blogs.msdn.com/b/tzink/archive/2014/04/08/blocking-executable-content-in-
Office-365-for-more-aggressive-anti-malware-protection.aspx
N7 bl Jsls @
http://TechNet.Microsoft.com/en-us/library/jj723164(v=Exchg.150).aspx

http://TechNet.Microsoft.com/en-us/library/jj200684(v=Exchg.150).aspx
http://TechNet.Microsoft.com/en-us/library/jj723119%28V=Exchqg.150%29.aspx

https://social.technet.microsoft.com/wiki/contents/articles/29787.microsoft-
protection-center-security-tips-to-protect-against-ransomware.aspx



https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98302cd73bc0b4a5bb9802f6d4e4f23eb284609d135e8af6231be15c3e423edcc0ec524e285a4a502138a2244539a8290d
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98302cd73bc0b4a5bb9802f6d4e4f23eb284609d135e8af6231be15c3e423edcc0ec524e285a4a502138a2244539a8290d
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98302cd73bc0b4a5bb9802f6d4e4f23eb284609d135e8af6231be15c3e423edcc0ec524e285a4a502138a2244539a8290d
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98ae4d14d60c01667db08fee96a6a7db7a5f0b7b2840ca9cd5468f92812a8d25e9cc3e91e1def7632d24268cbdcebaf276
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98f6b7ac646df2918de4ed2d1524d02f75d08d0aeef7368b65d3c33f7cff965bbd7550f5bf7d425dffc1c7be1ae211f1f6
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb981033db3545409ece5a28470030b2a92aac9fd62ba9d71a5e4e121486dd92be76833e05557eff84a1b9a452ffa632e736
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb981cd90a7c6deed50f36bcb0e58865f635803a36042ad7c8ecdc9e006a8e37656ca2e0a7f5c8900c3aeb0f01cca93e9616
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb981cd90a7c6deed50f36bcb0e58865f635803a36042ad7c8ecdc9e006a8e37656ca2e0a7f5c8900c3aeb0f01cca93e9616

- - ’
wlellisls yalidy bty =yliy ‘ ﬁb %ﬁ

et g gl fejlu wannacrypt 15381z gl p cdlug ,Su b ool losal,

NS s (595 o3l g fowd 2,18 &S SLo5 3 g ransommare Y
Sl o bl 4l

Of 13 )8 &5 1) 53l plas gl [zl ol 0 o Gise K5 asbe FANSOMWANE 5l cannd ol o>
sy sl 5 g OF Clge 3l pse L)l S 9 a8 o )& 50, 315 gyt T 4 b
S piamar ) Sl as 9 335" Jld e |, (Shadow copy)asle sla (oS b os8™ o (2 ransomware .|
Sl o8 ol s ransomware s’ skl 5,05 5l L )l mh (g jiws o HKLM hive s
PR Jt RUPURAP I S LGPV S SP LG T RPR E- FES PR ST IPE S35 PRV Jpge
> Wb e g 3ise sl sl (Ken dles ] &5 il (ul Gliae 40 S Lo 5 e (0 ) s
Aol axdlas el b (g s 036 2ol (68 oKl b g o 595 2 S

ol G2l 1l 53 B A8 (o0 KaS Lo 4yl Gudile pled (595 SMB V1 59,0 03,5 Jlab 5 45 LT
Trrod CBdlons 5 3y

S 4wl sl ogad a5 Lal 398 B3> 1L SMBVL al . Jlgws Slyz 55 bl .l gy s oy (atini
Aales axzlye s i 4 G oas

https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
Teols b pudlo plad (595 SMB VL oS 05,5 Jlab pé 43 5 (pwizots Lo LT

Lanmanworkstation « g ses Jed e casMS cuile 59, SMBVL 5,0 addge s . a5
S Cwuz SMBV1 Gis ol il
S (gl Sl 5 o s WS2003 b XP 355 szl Jlo 53 sy Lo @
ALY Y s Soay by oad adliS STil 4 )lge 4 g s 4,28 XP ouny @
S (6,505 Jale s
S 69y 0dh ansliS S xal 4 s)lge 4 g yrws 4 06 AL Jule gt 9 by Soany @
by j3 1, LT s se:a S1) Domain Controller L Windows 2003 Member Server
s (Sl asisls
Solonan 4l MASET 3 59 10 e G2 b 51 20515 0lidl IS 51 (2000 331 p 5 s3laws Lot @

Al Ol pas gy 4 5l



https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98cb9b3054f5db79ee3e3a82bfe77de0f1a454b538d88bcc0d22e00e65e85fda46662c6cb8787bd86fd663917bf8e6c63a

wlellils sbdy =lbs 2yl

wlieletbl g 19 Udlejbus wannacrypt 15381z gl p cdlug ,Su b ool losal,

B‘o
‘éﬁ' eéﬁ

)3 L‘>‘°‘£J‘§ LSLQ)I/,S' Sl l.: |) L,;o.g'.k’é O)L{.&Jq LSLQ)L\;{){ "LS)IK Jl)l;lal LY) LS‘)J Oiuln )}b.uo‘b L]
A8 o |2l
S dxzlyn 5 dlis 4 i Sl ol Ll
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/

Sz OF 03,5 Jlad ju sl 6y 5 p230in uiS Jlad jué ) SMO VL 59 0 Gusg s b Lo ST
o5 o a8 o oolitnl 2012 R2 59, s9ais 9 AN S9ag Sl 5 (sea a8 lajgang Sl i a8 3y
sg55 by gl — KB 2696547 a8’ Jlab oue 1) 0T sl (oo e Lol — 0i8” B3> 1, SMB1 lgs
(Y 9309 A g 9y iwwg j93g ,> SMBV3 g SMBVZ . SMBVI o5 5 Jled e 9 Jled
A Anzl e 505 S 4 Y VY g sading 9 A S9aig « 2008 R2 g, 59009
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/

&buTMYW),bQP.ébS‘SAQTMldﬁb@))SMBVlSWﬁlﬁgﬁ&
?P.,:S
A8 Cws )y 3 )90 cpl b Sl eslail I S Al

https://blogs.technet.microsoft.com/ralphkyttle/2017/04/07/discover-smb1-in-your-
environment-with-dscea/

oslazwl SMBVL ;I (audit to usage) olw plus> b a8 o pal3 1 al Ve Sgaig 5 YoV E Seais
sl aalin LB 5 Kl 5o a8 s

https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/
Tl G o Vo joding pals> Jl> 3 LT
https://blogs.technet.microsoft.com/mmpc/2017/05/12/wannacrypt-ransomware-
worm-targets-out-of-date-systems/

297 593539 9V 59359 ol 5 53 s B oss (>L,b WaNNaCrypt bg oss as 3 5 4 soliwlgw 38

https://blogs.technet.microsoft.com/msrc/2017/05/12/customer-quidance-for-
wannacrypt-attacks/

.b'o.)yugbbui' JMM@L}L@J‘»H)\ )9%96@[1)2&.4)9)46”3



https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98cb9b3054f5db79ee3e3a82bfe77de0f1a454b538d88bcc0d22e00e65e85fda46662c6cb8787bd86fd663917bf8e6c63a
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98cb9b3054f5db79ee3e3a82bfe77de0f1a454b538d88bcc0d22e00e65e85fda46662c6cb8787bd86fd663917bf8e6c63a
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98df5704246149293c78036655652ea7cd68e59268fdf8f9c1d0e440956855a8c5e2b7990aa084c6fdc768f40fbfc432ed
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98df5704246149293c78036655652ea7cd68e59268fdf8f9c1d0e440956855a8c5e2b7990aa084c6fdc768f40fbfc432ed
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98cb9b3054f5db79ee3e3a82bfe77de0f1a454b538d88bcc0d22e00e65e85fda46662c6cb8787bd86fd663917bf8e6c63a
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98572fcf5e6bde58c4d301cb2a1347df8fbcca1fabcba22e1341769c6bb0c0ab49552a7591833d449e6dcd0ff273bcd774
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98572fcf5e6bde58c4d301cb2a1347df8fbcca1fabcba22e1341769c6bb0c0ab49552a7591833d449e6dcd0ff273bcd774
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98caadf5e4787bc8de3a4681e3eec46c8b6fa186b71958566cd4392f6825680ca082e3a87d9bdbd18c511a0fa74739dcf2
https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98caadf5e4787bc8de3a4681e3eec46c8b6fa186b71958566cd4392f6825680ca082e3a87d9bdbd18c511a0fa74739dcf2

wlelliol s yskd g clbls | =ylis

et g gl fejlu wannacrypt 15381z gl p cdlug ,Su b ool losal,

- 9
b )
‘ﬁ' ééﬁ

oghu|%{w93 M‘f@@&wwlﬁl)ﬂ) ..>)|.> Cbl‘b)tﬁ))ﬁ"\ )9')“"596“»"KU|93L5'°L°|
Sgs B> a9 e j9dng 9 b S SMBv1 5 Soud oS arllas 1 uo b sl 00l dogs
https://blogs.technet.microsoft.com/filecab/2016/09/16/stop-using-smb1/

5 o555l 350 bl cond (3,LF 3l 4 ool snalin &y o canl diaialys
cert@certcc.ir Lol 5,0 5L g wled «TI-FYLOMNN 0l o lads 4 yale 35 0 slol

Sy Ojge Sle,eNb]



https://click.email.microsoftemail.com/?qs=dd62446e89e6cb98cb9b3054f5db79ee3e3a82bfe77de0f1a454b538d88bcc0d22e00e65e85fda46662c6cb8787bd86fd663917bf8e6c63a
mailto:cert@certcc.ir

